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Aeritae Consulting Group, Ltd

Acceptable Use Policy 

COMPUTER, NETWORK, E-MAIL AND INTERNET USE POLICY

1.0 Purpose

To provide a clear policy of Computer, Network, Internet and E-mail use in the workplace, and to provide guidance to employees and contractors of Aeritae Consulting Group, Ltd for appropriate behaviors.



2.0 Scope

This policy applies to all employees of Aeritae Consulting Group, Ltd. (the “Company”) as well as anyone else who has been granted access to the Company’s electronic systems. This includes contractors, consultants, temporaries, and other workers at Aeritae Consulting Group including all personnel affiliated with third parties. Within this document, any use of the term “user” implies the previously mentioned entities as equally responsible to any user accessing Aeritae owned computer systems.  This policy applies to all equipment that is owned, operated or leased by Aeritae Consulting Group, Ltd. 

3.0 Policy 

Access to the Company’s Computers, Network, E-mail and Internet systems are provided to the staff members for the benefit of the company and its customers. It allows users to perform their everyday responsibilities to communicate and to connect to information resources around the world. Every staff member has a responsibility to maintain and enhance the Company’s professional reputation, public image, and to use the computer, network, e-mail and Internet in a productive business-like manner.  Specific guidelines for appropriate use of computer systems and personnel responsibilities toward their use may be published seperately in addition to these guidelines.  Computing resources supplied by Aeritae are property of the Company.  No privacy is assumed when using these resources and user activities may be monitored as required.  Computing resources can be seized for forensic investigation should it be required.  The violation of these policies can result in disciplinary action being taken towards the offender and may include, but is not limited to, termination of employment.
Summary overview

Effective security is a team effort involving the participation and support of every Aeritae user and affiliate who deals with information and/or information systems. It is the responsibility of every computer user to know these guidelines, and to conduct their activities accordingly.  The following guidelines have been established to ensure that all users are responsible, productive computer, network, e-mail and Internet systems users, and that they are protecting the Company’s public image and interests:

I. Computer and Network Use: Users using company computers and network facilities, including access to on-line systems and company sponsored services outside the company, must adhere to Aeritae guidelines:
A. Access to computing devices is limited to employees, contractors and anyone who has been granted permission to use Aeritae computing resources (computers, infrastructure and application systems).  All users must safeguard computing resources and access to Aeritae systems.  Access Control is defined as both physical and logical control of computers and systems.  

1. Physical control is accomplished by limiting physical access to computing resources to authorized users only.  This control is first and foremost for protecting company assets.  Store computers in safe and secured areas only.  Do not leave them lying unattended or in an unsecured state.   Computers, especially laptops, must be stored in a locked area that is out of site.  For example, do not store computers inside a car where others can see the computer inside.
2. Logical control is accomplished through authorized login by users to authorized systems.  Do not leave computers unattended that are logged in.  If you are leaving a computer unattended, log off or shut down before you lock the computer in its safe storage area.  The minimum logical protection control are strong passwords.  Password protected screensavers and power on passwords are additional safeguards that may be employed.  
B. Use of Company computer systems and access to computer networks are services made available solely to further the business mission of the Company. Users may not use these services for any personal commercial purpose or other activities for personal profit.

C. Users must use unique user ID’s and passwords to protect Aeritae user systems and computers.  Users must protect all user ID and password combinations as private and may not share them with anyone.  Additionally, users will ensure that passwords adhere to company policy for strong passwords (published separately in the password standard).
D. Users may not use another person’s account, password, login, user name, etc. to access computer systems as another user.
E. Users must be aware of and comply with the licensing and copyright restrictions applicable to software and data files they may access. Copying software illegally is strictly forbidden unless specifically authorized by appropriate Company management.

F. Users must respect the privacy of others. They may not access private files or communications of others, even if those files are unprotected.

G. Federal law prohibits the transmission of certain software into certain foreign nations by any means (electronic or physical media). When in doubt, users should not send or receive software to or from foreign nations without first consulting with the Company’s Counsel or senior management.

H. Game playing using the Company computer system is prohibited except when performed during the lunch period or outside of the designated working hours and such use does not interfere with the conduct of company business and operations.

I. The use of IRC (Internet Relay Chat) or any other Internet chat service, software or chat rooms is strictly prohibited while at work and/or using Company owned equipment and services.  At no time may references to the Company be made in chat rooms.
J. References to Aeritae Consulting Group cannot be made on blogs, chat rooms, electronic postings and web pages without the expressed consent of Company management.

K. Users must not download, upload, install or copy files or software on or onto to any company owned equipment without first obtaining permission to do so from management and IT support.  Such software downloads must be a requirement to do your job for the client.  Installation of freeware and limited licenses for evaluations may be performed but is the consultant’s responsibility to check licensing requirements.  Any failure to do so results in the individual consultant that downloaded the software responsible for all fines and penalties and will not be the Company’s responsibility.
L. The creation, dissemination, download, upload, installation or copying of illegal pornographic (as determined by Local, State and Federal statutes) documents or images is strictly forbidden.

M. Users may not use the computer systems in a way which results in the intentional damage to any Company property (hardware, network or software), nor may they knowingly introduce a computer virus or other destructive program or file.

N. Users are prohibited from using computer systems to violate Company policies, including those relating to all forms of harassment.  All forms of harassment include any acts that others find offensive relating to sexual or adult content, hate material generated by groups or individuals, racial, religious or any discriminatory material that others would find offensive.
O. Under Local, State and/or Federal law, unauthorized access or interference with computer systems, computer data and other computer users may be a criminal offense. In cases where this is suspected, communications or activities may be referred to law enforcement agency(ies) without user’s knowledge or permission.

II. E-mail Use: This policy provides guidelines for the use of the Aeritae Consulting Group, Ltd. electronic mail (e-mail) system. It applies to both internal e-mail and external e-mail sent or received via the Internet. These guidelines do not supersede any local, state, federal laws or Company policies regarding confidentiality, information dissemination and standards of conduct.

Policy:

1. Business Use: The Company e-mail system is Company property. Use of the e-mail system, except in the limited circumstances listed below, is for official Company business only.

2. Confidentiality: Users should have no expectation of privacy regarding their use of the e-mail system and of e-mail content. All e-mail is subject to inspection and audit by management or its representatives at any time, with or without notice. Use of the Company’s e-mail system by an user indicates that the user understands that the Company has a right to inspect and audit all e-mail communications and consents to any and all inspections. If there is reasonable suspicion of violation of the law, communications may be referred to law enforcement agency(ies) without the user’s knowledge or permission.  In addition, computing resources will/may be seized for forensic investigation and evidence collection if required.
3. Personal Use: Generally, e-mail should be used only for official Company business; however, brief and occasional e-mail messages of a personal nature may be sent and received. Personal e-mail should not impede the conduct of Company business; only incidental amounts of user time, time periods comparable to reasonable breaks during the day, should be used to attend to personal matters. Personal e-mail should not cause the Company to incur any direct cost in addition to the general overhead of e-mail. Consequently, users, upon receiving personal e-mail should read it and delete it.

4. E-Mail Management: In order to facilitate the maintenance of the Company’s e-mail system, e-mails should not be saved or maintained on the system for longer than necessary. The Company periodically backs up all e-mail communications on the Company system.

5. Restrictions: 

a. Racist, sexist, threatening or otherwise objectionable language or communication is strictly prohibited, and will be treated as a violation of Company policy.

b. E-mail is not to be used for non-business commercial purposes, or for political purposes.

c. E-mail is not to be used for any non-business solicitation.

d. Users may not subscribe to mailing lists or mail services strictly for personal use.

e. Users should attach email banners and use them in the signature section of their emails.  A banner is provided:

This e-mail, and any attachments, contains information that is, or may be, covered by electronic communications privacy laws, and is also confidential and proprietary in nature. If you are not the intended recipient, please be advised that you are legally prohibited from retaining, using, copying, distributing, or otherwise disclosing this information in any manner. Instead, please reply to the sender that you have received this communication in error, and then immediately delete it.
III. Internet Use: This policy provides guidelines for the use of the Internet. It does not supersede or limit any local, state or federal laws, nor any other Company policy regarding confidentiality, information dissemination, or standards of conduct.

Policy:

1. Business Use: Company computer systems, infrastructure and the Internet access system is company property. Access to the Internet, except in limited circumstances listed below, is allowed for official company business only. Personal use is allowed to conduct personal business.
2. Confidentiality: Users should have no expectation of privacy regarding their use of the Internet. All records created by Internet use, including path records, are subject to inspection and audit by management or its representatives at any time, with or without notice. Use of the Company’s Internet system by a user indicates that the user understands that the Company has a right to inspect and audit all Internet use.

3. Personal Use: Generally, the Internet should be used only for official Company business; however, brief and occasional surfing or browsing for non-business reasons is acceptable during the lunch period or outside of the designated working hours. Personal use of the Internet should not impede the conduct of Company business; only incidental amounts of user time, time periods comparable to reasonable breaks during the day, should be used to attend to personal matters. Personal use of the Internet should not cause the Company to incur any direct cost in addition to the general overhead of the Internet system. Users are personally responsible for the content of any and all of their personal usage.

4. Restrictions:
a. Accessing, posting or sharing any racist, sexist, threatening, obscene or otherwise objectionable material (i.e. visual, textual or auditory) is strictly prohibited.

b. The Internet should not be used for any non-business commercial purposes. 

c. The Internet should not be used for political purposes.

d. Users should not subscribe to mailing lists or mail services strictly for personal use and should not participate in electronic discussion groups (i.e. list server, Usenet, news groups, chat rooms) for personal purposes.

e. Users must not intentionally use the Internet facilities to disable, impair or overload the performance of any computer system or network, or to circumvent any system intended to protect the privacy or security of another user.

5. Copyrighted Materials: Copyrighted materials include electronic messages, text files, program files, image files, sound files and database files. Software and data available via “anonymous ftp” at various sites across the Internet may be protected by federal copyright law, as well as the licensing provisions established by its authors or inventors.

You are responsible for being aware of and complying with the licensing and copyright restrictions applicable to the software and data files you access. Copying, modifying or distributing any of these materials without the owner’s consent is a copyright infringement. There is a fair use exception to the law.

Fair use generally allows for use of copyrighted material for non-commercial, personal or educational purposes if the work is not modified in any way and retains the author’s copyright notice if it appears in the material. Fair use also allows for copyrighted material to be mentioned, cited, referred to or described (but not copied or distributed) provided the author receives appropriate attribution. Check with senior management for information on how to properly cite electronic sources of information. When in doubt, do not copy.

IV. Data Confidentiality: Data confidentiality is paramount to client trust.  Each member of Aeritae Consulting Group must take extra precautions to secure the information of our clients, internal Aeritae operating information and the intellectual property (IP) that we as a consulting firm create.  Specific procedures can be found in the Data Classification standard.
Policy:

Data Classification: Three classifications of data exist.
· Sensitive: Information which is regulated such as Personal information such as SSN’s, Drivers License, account numbers, PHI (private health information), Credit Card Numbers, Payroll information; Client information which is deemed sensitive such as Mergers and Acquisition, Intellectual Property related to Trademark and Patent.  Disclosure of this type of information gravely threatens company operations.
· Confidential: Information that is not sensitive but isn’t suitable for public disclosure.   Information of this type is related to client proprietary information and solutions provided to the client from Aeritae resources.  Any information relating to company operations of Aeritae or the client is also considered confidential.  This information is not suitable for public disclosure.  Disclosure of this type of information poses a significant threat to company operations.
· Public: Information suitable for sharing to the general public.  Disclosure poses no threat to company operations.

Safeguarding Information: Data must be safeguarded in Company and Client computing systems.  Minimum control requirements are found below:
· Data at rest (while data is stored on disks or media)
1. Sensitive: at no time will information of this type be stored on company systems.  The only exception is personnel data stored by HR.  At a minimum this information is limited to a “need to know” access and is encrypted in storage.
2. Confidential: All client data will be stored in encrypted form.  Strong passwords are used on computer systems to protect access.  Exceptions to this policy relates to the storage of company Intellectual Property on the Aeritae repository “Insider”.  This repository is an internal use repository only.  Use of this resource is limited to company employees only.  Access to this system will be controlled by the designated “Insider” system administrator and User ID and Password.  Appropriate access to files will be limited on a “need to know” basis only by practice area and any misuse of information is prohibited.  Company personnel are responsible for all aspects of client confidentiality when using information from the repository.  No client data may be reused in a public matter or without the express written consent of the client.  Data must be sanitized before it is used with another client.  Sanitization is a process where documents are scrubbed of client references and client specific data.
· Data in transit (while data is transmitted via email or file transfer)
1. Password protect files:  Access to data files can be restricted by password protection of files.  This should be used in cases where information needs to be emailed, the information is proprietary and encryption is not required.
2. Encrypt “sensitive” client data:  All data that is considered sensitive should be encrypted while it is in transit from source to destination.  Encryption methods should be in accordance with client procedures.
V. Reporting Violations: Violations of this policy should be reported immediately to the senior management of Aeritae Consulting Group. The reporting users’ identities will be kept confidential.

A. Monitoring and Penalties:
1. The Company may monitor individual user’s usage of the systems, at Management’s discretion, to ensure that these Company Policies are adhered to. Report all discrepancies immediately to the Human Resources Department for investigation and disposition. The violation of these policies can result in disciplinary action being taken towards the offender and may include, but is not limited to, termination of employment.
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